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THOS OCUMINT CORTAINA INFORNMATION APFECTIRG TR NATIONAL BEFEASE
OF THL UNETRES DTATEN, SITHIN THE MEARINS QP 1ITL secvians 793
ABG 794, OF TRME V.0, COBE) AB AWENSES, ITH TRA ITRIRIINS
LATISH 67 178 CANTENTS To OB RECAIPT SY AN URAUTHOAIRRD PEREON I8
PRONINITRD Y LAE. TWE AEFABGUCYIOR 87 THIL POAM I8 PRONISITED.

THIS 1S UNEVALUATED INFORMATION

1. This report inzludes all the basle regulations governiag ths hand'ting of
correzpondecnse which are stated in the order of the Minisiry of Arm=d o
the USSR, No 060-1948 and in the Instructions of MVS-USSR Mo o87-1948,
the forms, whizh are applied to secret correspondence, appear with The hawb,  In
certain of the forms, there msy be insecurazies whizh do rot affest Shs pensval
principie and strurtare of the secret correspondence. (n th: other hant, many
of the forms which have been described, show graphizally bbe whols siguan s of
the secred dosuwasiits wssd the Armed Forcesz of the TUGSR. sORy
wp" matzrial in the menuwseript. There are written only tThose e

ot

4

Searet correspondence among the staffs of institutions, insteliaticn: and
establishments of the Soviet Army 1s carried on in accordanze wilh MVS (Ministry
of Armed Forses) Order No 060-1948, through secret unlts or sectlioms. The Ghizf
of Staff-=cf the unit, institution, installation or esteblishment--1is airec Ly
responsibls for organlzing the work of the secret files.

[yed

3, The number of persons officially employed in the secret andts ia dsterminst Ly
the table of crgenization and depends upon the size of the offiuial siaff. Iv
the regiment, enlisted men and non-comnlssioned officsTE on Te@guLAr or frTendon
service are assigned to this work. 1In division headquartsrs axnd wpwards, wIifice
are assigned as chiefs of the gecret sections. In battallions that form paxt
regiments there are no secret files, with the exception of separate battallons
on special assigoment. The seeret Tiles are an integral part of aay headgquartars
with regard to sseret matters. The procedures observed in the work of this
organ are as follows:

The Rules for Secret Correspondence

Lk, Documents that contain seeret or top-secret iuformationﬁ.rft: classified as s=crsi
by the person who draws up the documents in question, regardisss of thzir dsz!1na=~
t¥on. 1In the event thet classification of the document haz pot been mads
eorrectly, the Chilet of Staft or the commender of the unit has the right
change it. There may be instences.in which documents are dgrlasaified 1f
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they contaln non-secret information. It i3 obligatery upon the addresses to notify ths
hezdquarters that forwvarded such a document that this has ocourred, indicatinr ‘he reasc
for declassification, and to pass It on to be filed in non-secret flles. 4 headguarters
witich receives notification of the declassificabion of its decument withdraws the copy frem
the sgeoret files and also passes 1t on to the non-sgecret files. In place of the withdrawn
copy of the declassificd document a substitute document is put into the sscret fils as
illustrated below:

o
b}

SUBSTTTUTE DOCUMENT

3

The three page secret order of the Cormander of the 128th Corps from

10 July 1951, was extracted and filed in File No 3 (or destroyedm-mas

report from 25 Oatober 195i~-incoming report No 0610). The signature

of Wbe Chizf of the Secret Section appears below.
The elassificaiion of *ths document may be changed from Ysesret" +to "top-szorat! and vizs
versa, depending upon the importance of the document.

Tt 1s forbidden to make noies ¢©f e secret character upon separate shests, in pade., or on
seraps of peper and to take secret documents homs from headquarters, as well as tn keep
them in one's pockets or walliehs.

Persons responsible feor the loss of secret and top-secret documents will ke held for trial
by a miiitary tribunal.

Headguarters poszesses the right of carrying on secret corresponience, TIn th: event that
an enlisted man wishes to make a personal statement in which he p Cany iof i
that includes ilems of a secret nature, he 13 obliged to send h etter via thes
section of unit headquarters in azcordance with established proczdure,

Enlisted perzonnel who come into direct contact with sscret dosuments are forhiddern i
talk about their centents in the presence of strangers., Administratie: measures: oill btz
applied against those who vliolate this rule.

Secret documente may n mutred from one neyson to anothesr 29%nnui ns knowledne

Thie Reglstraticn of S=oyet Dviceumspis

ALl secret and top-zecrst documents, ouatgoing as well &3 incoming, ar=
Their registration. storage and saefs=guearding are the duty of the chiefl
or section, who is directly rasponsible for the condition end maintsnance of ths zeor
files., A dezeription of the gereral rules folleows.

Secret IPiles

The secreb £iles are kept for one yesar--from 1 January to 31 December. A%r ‘he end o
year there is held a general inventory of the secret and top-secret, filss thah are to bs
maintained at the beginning =f the new year. The files are distzivuted a:-ording te shall
services, and each cof them containg secret doruments of a certain chavactsr. Orders and
directives of nigher military staffs or of the MVS are filed in separate files, ALY [iles
are numbered. A label is glusd to the first page of the cover.

FORM OF LAFEL

Gch Tank Division
File No 10

Correapondence concerning personnel
from: January 1, 1951
to: December 31, 1951
No of pages: 80’.‘)‘ Term of effect: 5 years

In being:

The labsl spzcifics: the number of the file arccording to the lizt, the
nawme of the file (depending upon the conteunts of the dozuments, the dats
the file was begun and completed {when the Tile wes closed), number of pages
vhich are in the file, and the term of effect., The labls is arbitrary in
size. Classification of the secret flle is placed in the upper right hand

corner. b
SECRET/SECURITY, TNFORMATION 8 EO R ET
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In each individusl safe there is a list of the f£iles and of the sszret material kept in it.
This mekes it possible to find a necied file and document quickly.

A1l secret and top-secret materials are f£iled in one Tile or another, depending upon their
contents, and are numbered, In cach individaal file there is a list of the papers it con-

tains.,
LIST
Documents which are in file No §
Entry No Dispatch Name of Document Number of Number of Remarks
No . Pages Pages in
Fils
1, 2 3 L 5 6
oLi3 ol10 order of ithe Commaunder of b 1l
9th Tank Division
ob20 0321 Order cf MVS-USSR 6 5.10
- 0213 Report of the Military sStaff 2 11-13
23rd Tank Regiment
Ali the dosuments which are inclvded in the file are written in thiz list., The
11s% i3 always kept with the file. ’
LIST
g Secr=t and top-zecret fiies for 1952 - 9th Tank Division
No o of Nuter| Texm  Repa vl
ordex Names of i~ File Beginning Compieticnl cf of
Pages | Effent
1 Drders of MVS USSR 01 701.1.52 31.12.5% 302 2
(Miniztry of Armed Forces) stc years

Tn the i1:%. 2.7 thz I1lez are arranged in order--acocunt DOCKS, receipt hocks, £,
Tt is migned by th2 Chief of Stafl and approved. by the commander of the nmit, Column
1-3 indicate the centent of the 1iIst; the remaining 2ciumns correzpond %o thelr head-
ings. -

The 113t of files is a secret document and is next for general purpeses with all the
other documents., It 1s not permitted to enter a change or corrention (except with-
in limits). 'The right to chenge the 11ist of files beiorngse *to +the Chief of S%taff or
to the commend:zr of the unit,

for eash secret file there is kept a subzstltute sard, wbich is a document theat

In addition,
temporary uwse within headquerters limits,

records the issue of a file to a person for

Substitute Card of File No 5

Department

"To whom the file Number | Date and Signature Date and Signature Remarks
is given of in receipt of the in dizpatchment of
Pages file the  file
Chief of Service 450 10.5.51 10.5.51
Furmaiski j Tuszskld

When & secret Tile is glven to snubher executive the following entries are made on
to whom the file is given, the number of pages in the filie,

the substitute card:

' and the date and the signatwre of
file 1ic returnzd to the secret’unit,

in acceptance of the

SEy

1le,

SECRET/SECURITY INFORMATION

+he executive in receilpt of the file.
+he Chief of the unit signs the substibute card

SECRET

When the




1k,

15.

16,

17.

18.
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In the event that a file becomes full, it may consist of several volumes under the initial
number (Volume X, 2, 3 and so forth). A%t the end of the year all secret files are closged
and bound, and wax sgeals are affixed, On a page glued on at the end of the file a note 1s
made, approximately as follows: "Ir file No 23 250 {two hundred and fifty) pages have been
numbered, bound, and secured with an emblematic wax seal.” This 15 fellowed by the signa~
ture of the Chief of Statf.

Separate fiies may be maintained for top-3ecret documents, and vhese ag a rule are kept in
more secure safem, Secret instructional Jiterature and orders of the MVS of the USSR that
are published in Yook form ar:z not put into the files,

Procedure for Registraifion of Documents

All secret and fop-zeuret documents and litsrature, outgoing as well as incoming, are regig-
tered in incoming end outgoing log-books intended for this purpose,

(Beginning c¢f Feim)

Ke Entry No Di-patech No Origin of the Materiall] Content of thel Number Numberx
Order of of or where the Document Document ot of
Documents | Document has heen 3ent Documents | Pagss
i 2 3 L 5 6 7
1 0220 G312 From the Staff of GVO | Conserwation 1 L
cf Miiitary
Mechines

{Continuation of Form)

Who Rexeipt upen Re:eipt upon | Dispatch No of | No of the Icg- | Lesation of the
Executes | Receliving the Dispatch X 8 Book of Document.
the Docu-| the Dooument of the Dupli:ation- o of No of pag e
ment Deoument File in file
8 9 10 1l 12 13 Uk
iZe5.90 19.5.91 T8 341 3 T 1T 50X1-HUM
[S1lgnaturs/ /S1 gna*urﬁ W

Secret and top-secrst dccumenti are registered in this or fome other log-took, depead-
ing upon their type. The forms of the outgeing and incoming log-honks are identical.
Their names ars wyitten on the label,

All secret correspcudence that comes into the unit as well as document:s exeoated witbhin the
unit are handed over tc the secret section., After they have been registered in the proper B
log-book, a serial registry mumber and dats of registration is put on esach individual docu-~
ment., For example: "VKh 2315" (VKh is the abbreviation for Vhodyzs:hie
5%5.10.51 or incoming). This notation indi su  Incoming documext:,
whose serial number according to the incoming log-book iz €315 (a Top—s@ zret document will
have two zeros inm froni of the number: 00315) -<ad finally, date of registration--~25 Octuober
1951, An outgoing decument will have in front of the serial registry number the letterw:
"ISKh 0210" (ISKh 1s the abbreviaticn for Ishodyaschie or
25,10.51 outgoing). The r=ast Ls just the same as for an izmcoming dozument, Incoming
and outgeing log-books are registered in “he general list of files It 13 not permitted to
change thelr form or to repiaze them., A new Log-book may be wA:a.rtrﬂ only wpon the completion
of the preceding one, No rhange whatsoever may be made in these log-bocks without the authe
orization of the Chief of Staff cfter it hes been determined why such a change is NecCesseTy.

All entries in the incoming and ouitgoing iog-Looks are made in ink only_, legibly and vithout
blots. Any erasure or corraction, unless explained, is not permitted. A4 description of the
procedure for registration or documents is given dn the form for the rsgiztry log-books.

Presgentation of Documsnhs for Report

After secret documents recelved from highﬂr headquarters have bsen registered, they are pre-
sented for report to the Chisf of Staff of the umnit. In the event that the dosuments axe
exam'ined imediately, the chief of the secret ssction waits for the reswits of the decision.

But more often than not the Chief of Staff retains the documents to report on them to the
commender, In this svent the chief of the secret section hands the documents over the Chief
of Staff after the latter has sigred a register i indisate he has rzesived thewm, and lrom -
that moment he bears ’H ¢ responsibility for thelr saledy, o~
SECRET/SECURITY INFORMATION SEGRET
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On documents presented for report, the commander of the unit or the Chief of Staff writes a
resolutlon requiring certain officials to execute them, and then the documents are returnsd
to the secret unit, The chief of the secret unit cheeks the returned documents against the
regis+er, that is; he checks their quantity and thelr numbers; if all is in order and all
the documents are present, the register 18 destroyed, and from that moment responsibility
for the documents is transferred to the chief of the secret section.

poy

There may be instaaces in which the Chief of Staff keeps part of the documents and returns
the remainder to the secret section., In such instances the chief of the secrei i’ makes
a note in the register against  the documents that have been returmed and keeps the register
wntil aul document:z eaterad in it have been returned. After the report has been made, ex-
ecution of ‘the documents is undertaken in accordance with the endorsements written on them

by the commander of the unit or his Chief of Starf,

Procedure for Issuance ol Dorumeunts to Exezubtors

A1l documents bearing the sndorsement "for execution", addressed ©o a certain officiaml, ars
transmitted to him for exezution. Every such person takes the document:s intended for him in
a~cordance with the registry log-hock or substitute card; every executor, when he recelves

a document, musit check- itz number against the registry log-book and zign for its rezeipt and
then reccrd it according to Form No 5 in his work portfolio.

LIST
SECRET DOCUMENT BEIONGING TQ THE EXECUTOR
No Entry No of | Dispatch | Type of Document | Number of | Number | Numbter of §Date and
Order | Doctument No of . Dozxuments of Pages. of Signature in
Decwment Pagzs | Rough Draft] the Diapatch
| T Document:
Lo searet
unit
1 2 3 h 5 6 7 8
|

5 from the
2¢ of

documents, in such instances, is as a rule regisisrsl im the sbatitubls sard contalacd in
eazh file and individual pamphlet ie orders and circulars of the MVS, inztrwitlonal literaturs

The executor may at any time during his work borroew files or andiwvidual dco

Lo pfdgwman
ad gAllenlt,

secret wnit and also secvet factructional litzraturs for

The issuencs of documents i1s registered in the incoming log-beok when they are being initialily
axecuted, but afterwards, only on the :ubshiiihe card, When the dccuments are refurned to

the seeret unii, the chief o the secret wnit signs for their recelpt in the executor?s Worm
No 5, in the regiriry leg-book, or on the substibute card., The sxeoubted dorumsnt i3 filed

in the proper fTils., Substitute zards erz put into reti ~ed filss or bocks,

The Work Portfolio, the Work Nctebook, the Noizbock for Personal Netes on Seeret Material

Every staff offilcial of the unit has a work portfolio and a work notencok,

The work portfolio serves for the storing of secret decaments in the executor's posseszion,
The work portfollo is constructed in such a way as to make it impossible for Adcsuments ‘thet
have been placed in it tc e removad when the portfolio bas been sealsd, ALl work portfoliog

have the proper number that beliongs to the secret wnit.

TABET. OF WORK PORTFOLIO

gtn Tanlk Division
Work Portfolio No 30

Chief of Service Sectlon
Major Orlev

The label is preparsd in erbitrary form. On the label of *the work notebook 13
added [the date/ of beginning and completion.

A simdlar label is glusd also on the work rotebook. The title of the work note-
book 1s "Work Nouehook." (The numbers of the portfolic and notebook are identical.)

SECRET.

SECRET/SECURITY INFORMATION
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The work portfoliu is kept permanently in the secret section and is issued to its owner
when necessary. Work portfolios are issued according %o special metal tokens. A numbered
wax seal is issued to sach staff offioial for the sealing of the portfolio. The numbers
of the work portfolio, token ard seal are identiocal.

Seal Metal Disc Metal Diso

The metal disa, just as the sesl, is prepared according to conventioral designa-

tion. The diameter of the seal is usually about 1.5 centimeters. The metal

diso is prepared in arbitrary form and size.
The tokens and seals are assigned to the exeoutors, who sign for them when they are
initially issued. The token and seal are carried on the person. When the work portfolio
is received, the token is handed over to the searet unit; and vioe verse when the portfolio
is given vp, the token is returned. Upon completion of work the work portfolio is sealed
and handed over to the searet sestion for safekeeping. No one has the right to oren a
work portfolic except 1ts owner., The executor keeps his work notebook, searet documenta
and Form No 5 in the work portfolio. Form No 5 is a 1list of the documents kept in the
portfolio and defines their movement, .

The work notebook serves for making rough drafts for the execution of secret doouments.? Tt
must be numbered, bound, und sealed with an emblematic wax ceel. Work notebooks are regis-
tered in the secret section of unit hesdquarters and are held ssoret. Any clficial secret

note whatsoever muat be made only in such notrbooks. Secret notes on separate sheets or
soraps of paper are sbrictly forbidden. The exeoutor may write in the work notebook every-
thing he consliders necessary. Upon sompletion, tho work notebook is handed in to the secrot
unit, where it is destroyed in accordance with established procedure. A& new notebook is
kept in place of it, und bthe number of this new cne remains the same as the previous one.

It is forbidden to take the work notebook home.

The notebook for personal notes on secret material is in the possession of all officer
personnel. Into this nctebook usually are entered lectures or plans and summaries that
convain seciet information. In the majority of cases all these notebooks are used

in officers' classes in crder to prevent the possibility of notes on secret material
being written on separate sheets of paper, and they are kept in the secrelt sections of
military units, in work portfolios or in a separate box.

The Processing of Secret Documents

Bvery seoret document must be processed, if its contents so require. The person in official
capacity to whom a dooument is addressed takes it from the seoret unit.in accordance with
established procedure and sets about to execute 1t. The forme for processing of documents
are vaerious and depend upon the decision of the commander or Chief of Staff. The endorse-
ment on the document is at one and the same +ime an authorization for the executor and a
requirement for the processing of the document.

Documents received for processing are registered in accordance with Form 5 and are pro-
cessed in rough form in the work notebook. When the work on a dooument has been fihished,
the dooument is typed up,.

The Machine Bureau [Rep.odustion Unii

At large headquarters, machine bureaus are organized for the typing end duplicating of
secret and top-seoret doouments. They are loscated, as n rule, in rooms adjoining the
secret uanit. Here typists with typeowriters are gathered from all sections of headquarters
and work under’the general direction and control of the Chief of Staff. Une of the
typists 1s appointed supervisor. Her duties oconsist of the distribution of material for
typing, taking into consideration their priority; of processing; meintenance of work

. schedules and work disciplino; keeping reocords of typed end duplicated documents; keeping

SECRET/SECIRITY INFORMATION SECR E]-;
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records of ocarbon paper; inspecting working spaces upon completion of work; sealiay ila
rooms of the machine buresu; and turning them over to guards. In small headquarters, n=
a rule, there are no machine bureaus, and doocuments are typed directly by the services.

Approximate Plan of Machine Bureau Room

5 s
e ®
A7) VrlA s
Machine Buresu @ ®
(-]

)

Conventional symbolss 1~ door leading into room as a whole; 2~ door leading
into the room where the machine bureau is luvcated; 3« window frr transaation
with the machine bureau; 4~ work places of the machinists; 5= windows;

6- table for receiving and issuing of documents. Entry to the machine bureau
ig forbidden to outsiders. Transactions with the machine bureau are conducted
only through the window. In the majority of cases, there is no machine bureou
in the divisiun staffs. The documents are printed immediatsly in the sestions
and service ﬁentergn There, when possible, they are arranged according to *%ha
above plan.

The Duplicating of Secret Documents

31, The number of copies of secret documents depends upon the number of addressees and wist
not exceed the number roquired by them., Superfluous secret doouments are destroyed
accordance with established procadure. All sscret doouments are typed in not less tumu tun
copies. The first copy is sent to higher headquarters; +the second is filed in the file
of the unit. In the event that there are several sddressees, the secret documents ore
sent out in copies, the principal addressee receiving the original of the document.

MVS ~ USSR
-0 =
Military Unit
.2943 Seoret

10 May 1951 Copy No 1

No 0127 To the Commander of 9th Tank Division

From: Rieza - Military Unit pp-43115

¢ Stamp ) Copy: to Chief of Politiocal Department

Tos Military Prosecutor ~.9th Tank Divisicn

The +text and the signature of the sender follow.

Orders, directives, and other official instructions are sent out in duplicated copies;
the original remains in the file of the unit.

32. A postsoript is added to the reverse side of every seuret and tup-seoret document, in tne
lower left-hand cormer. TFor example:

Typed in 10 copies Typed in 2 copies

Copy No 1 =~ to the file Cupy No L = to addressee
Copy No 2 ~ to addresswes Copy No 2 = to the file )
Duplicator operator - Ivanov Duplicator operator - Ivanov
Typist ~ Petrova Typlst ~ Petrova

10612,51 No 315 16,.12651 No 350
Rough draft in work nOtBDOOkSECRET/SECU'RITY yﬁ?&ﬁl\ﬁ&}l‘.gﬁaft SECH[T
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The distribution of the duplicated seoret doouments is shown on the reverse side of the

Each copy has its scrial nunber and the designation of the unit to whioh it is

overhearing.

Secret documents may be typed from dictabhion.
in whioh a document is being produced must have thick walls to rule

Xeeping Records of Duplicated Doocuments and of Carbon Paper

(2]
=
€

Rocords must be kept of all secrst documents being executed.

In this case the room
out the possibility of

For this purpose log-bool's

are kept in the machine, bureaus or staff sectlions to reeord the duplicating of doocumenss,

(Beginning of Form)

Ordinal Where and to Type Date Signature of Ma- Who excented
Number Whom the Docu- ot .of chinist in Receipt
, ment is Addressed Dooument Printing of Rough Draft
1 2 3 4 5 7
1 Commander of 9th Report 2045451 Petpalya (sig) Cndr Tvonow
Tank Division concern-
ing Ch.P.
(Continuation of Form)
| Numnbe. Hunber Signature of the ilumber of Pages Under ‘What Number the
I of of Exocutor in Re~ of Document is Resisteced
Documents Papes ceipt of Documonts Rough Drafts in the Log-book
8 9 10 6 11
two four Ivanolet 4 016
(sig)
The numbor under which the ducwnenl is regislered in the incoming or sntsoing * =booo

is wrillen in the duplication log-~book by the chief ot the secret seotion cr urit.
The ordinal number serves as an sacount of the duplicated doowaente.

In small headquarters, where thore are ro machine buroaus, the duplisating log-vool: is
only in those services where the movement of scoret papers is concentrated 4o the largest
degree. The remaining staff sections and services register typed and duplicsted documsnts
in any duplicating log-book that is available, The appropriste person or ths typist
registers the documents in the duplicating log=book.

rept
+

35. The number under which a document has been registered in the duplicating log-hook st ba
put on all copies. If the text is handwritten, the number is entercd on the document by
hand; however, if the text has been typed, then the dupliocating number on the document mu«t
correspond to the text.

6. Alter the typing or duplicating of secret doouments has been finished, the wppropricte
person takes them from the typist, signing for them in tho duplicating log--booik, and
registers them in his Form No 5. After these documonts have beon signed by the proper
officlals, the appropriate person gives them to the secret unit to be forwarded to the
addressees. The chief of the secrot unit tekes the indicated documents from the appronriate
person, signing for them in his Form No 5, snd registers tham in the mutgoing log-boolk,

In the event that the document is being proocessed only for guidance within unit headquarters
and is nst being sent out anywhore, it will have one copy and be registered in the secret
unit in the incoming log-book,

It 1s not permitted to make copies and duplicates of sooret documents thut wre received
from higher headquarters. For guidance in his practical work a person concornad may copy
into his work aotebvok fron any order, direotive, or instructions, tho principal details
that are of interecst to him.

38. A revord must be kept of carbon paper used in heudquarters. It is kept irn the secret unit
and is counted and signed for when issued %o the processors. The processors, in their turn,
rogister it in Form No 5 ond keep it in work portfolioss, Usod carbor paper is returned to
the seoret unit to bo dustroyed. Tha receipt ol carbon paper and its return ho the seeret

iy . SECREL.
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uni% ig handled in the sems manner as for secrot docuzents, 7This matter hee a purely
formal aspeot. Az s rule svery processor hes eleo unragigtered, na woll as registsred

sarbon paper, and tho former may alwaye be found in the drawers of work tatles, bankats,
and so forth.

Asoceptanco of Beorst Peckages

39, Packages with georet doocuments that arrive in %) unit are soc.,ted by the chief of the
segret oeotion, Before paskages are acceptod, they must be ezemined carefully and their
nunbsre oshesked againet the numbers of the 148t., Then the wax seals and the threads with
whioh the paokege is sewn ere cheoked for tsmpering. If the packsges have not been tempered
with, snd thelir numbers and dastinstions soincide with the list, they are asceptsd and
signed for on ths list. The eignature on the 1ist, which confirms acsceptance of the
packages, 1s stemped with an emblematic mestic seal. Packages that have been sent out
incorrectly are roturnsi to their sendsrs. - The envelopes or oovers of packagaes are burned,
Kewly received doouments are presecnted for s report. The address is written on the package
in accordanos with the conventional desigmation of the unit,

The Sandinggpf 8acret Packages

40. All ssoret documents intended to be sent to addressees are encloszed in ervalopes., Heavy
paper must be used for the envelopes or packege cover to prevent the possibility of +he
contents being read through their cover. In the uppsr right-hand cornmer of the paciace are
put the classification stemp and its series. The address is written in the center of the
package, and a 1ittle below; the numbers of the eeoret dooumente placed in the packaze
ars written above & line. Under this 1ine the address of the sender is indicated. Ths
package is germ up and sealed with five emblematic wax geals.

e daak

Fage of Packet

[__‘__~._~ -— . .

(]

/
!
]
|
| [}
Tor Comm h 43116 ! '
¥o 0312,f0313 , ,"
cem oo o - o V/Ch-30613 z

Miiitary Seation

The packet 1s pilerced in ths middle by four punctures - orosswiss. Both ende of the
thread are tied in a svrong kot on the reverse side with the ends remaining. Then
the package is sealed five times with sealing wax (the ends of 4he threads must ex- . -
tend from the wax seal by 2-3 centimeters). ‘

Largs packets are punotured in the cornmers and not in the centar. They are salso
ssnled with wax five timas, :

- A mastio unstamped seal with the conventional symbol of the unit is put on the
feoe of the packet.

Packages intonded to be sent out are entered on & list that consiste of two coples.
the lists remains in the file of %hs units; the other is handed over with the ‘packages to the
courier. The courler delivcre the packegee to field oommuniocations or speciel comrmnications

for further forwarding to their destination, and the liet, bearing confirmation of tkeir
receipt, is returned to the mender.

One of

4l. Within the unit or institute, seorst packagos are delivered to their addressses in accordance
with & delivery register. (Its form $s shown on Enclosurs L.) In this case the packages
are not sewm up but are merely sealsd with an emblematic mastic eoal. There is no limit to
the number of seal impresaions on the packages. Receipt of the packages in accordance with

the delivory register must be confirmed by a signature stamped with a non-emblematio mastio
sealliy . v

The Drawing Up of Seoret Documents

8Z. Every person who works out e dosument must observe eleontary rulas for drawlng them up.
Documents are proccasod sn standerd papery a full sheet, a half shest, or a quarter shest.
The text is written on ons side of the sheot. The pages of the dooument are numbersd. Waen
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the dooument is being typed, u space is left in the upper left-henld corner for the aastio
stamp of the unit. An executed document must appear as followss in the upper right-hand
eorner are plased the clessification stamp snd the numbsr of the oopy. A 1little lower, the
addrsssee is written, The addrass of the unit ie indicated, with ita designation given in
both sotual and conventional fora., Aftor the text there follows the signature of the offi-
claly 4the position he £ills acoording to the tables of organization 1s indiceted and the
number of the unit sccording to its antusl designation,

LIST Ne 10
For Packets Sont From ¥ilitary Unit - 47115

[ No To Whom and ¥hore Ho No Beries
of the Packots eis of on of 8 Remarks
Order | Addressed Paokets { Packets | Packets { Rubles Kopeok
1 Comnandsr of Mili- 2 0146 i Y 2 20 The sun is marksd
tary Unit -04813 0147 .. . ' vhen the packsis
. ‘ are disgatchod

Chisf of the 8scret Ssection
of Military Unlt - 43115
Lioutenant Novikovw
18 May 1951 )

In the processing of documents no blots or erasures (oorrections) whatever are permitted with-
out appropriate explanations., On the reverss side of the dooument there must be a postsoript
indioatings +the number of oopies processsd, the destination of the docurents,, the processor,
the typist, the date of typing, the number under which the dooument has been registered in
the duplioating log-book, and the exlstence of rough drafts, A document may be processed
N without a rough draft ~ from diotation. The incoming or outgoing number of the dosument is
., put on efter its repgistration in the proper registry log~bock, with en angularly shaped etamp
by the chief of the seorset unit.

1 The Storage of Seorst Doouments

43  All seoret and top-seorst doouments and literature are kept in a separate room at hoadquarters
| in the zeoret unit or secticn. It must have iron gratings on the windows, iron-rsinforoed

doors with seocure inner locks and padlocks, sound walls, oeiling, and floor, and iron safes,
cabinets, or special boxes. The size of the seoret roome mey vary and depsnds upon how mush
vorking spece there is at headquartere, . ‘

Below are the plans of the arrangement of seoret rooms of the 12th Guards!

Moohanized Division (Brest-USSR); the 9th Tank Division and the 23rd Tank

Regiment of .this division = (Germany - Rieza - 9th Tank Division, Osctatz =

23rd Tank Regiment),

12th Guards' Mechanized Division
g ' RN

A T 1 T

@

)

[
-t

%

‘_________':
;)

szcaz;/szcugx_r}' nmommmr SECREF S

S

£

- N DR i
‘] B »7 ’ . { :
Ry S Cae y § S N ¥

P

| Sanitized Copy Approved for Release 2011/01/20 : CIA-RDP80-00809A000600010148-3

a




San|t|zed Copy Approved for Release 2011/01/20 : CIA-RDP80-00809A000600010148-3
RNIMVILL L

50X1-HUM

SECRET/SECURITY 1iPCL/
-11=

AT ION

Conventional 3ymbols: 1- main door to the seoret room; 2~ dcor tc the secret

unit; 3-5~ window and tuble for receiving and issuing documents; 4- table
for visitors; 6- working plece of the chief of the segtion; 7- safes; 8-
windows; 9~ plywood partition - 2 meters in height.

oth Tank Pivision (Rieza)

4. 1. 4 A

—3

/.

S

it Ae—
+
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L=

WOy

i b
)
Y ,. .
LT=< [T
y: Enmeters > m——Dmeters—>

Conventional Symbols: l~door to the secret room; 2~ door to the room for
3-4~ window and table for issuinyg and receiving of documents; 5§- work place of
the chiel of the seoret section; 6~ safes, cabinets, drawers; 7~ table for
visitors; 8- windows; 9~ the main w1ll.

visitor,

23rd Tank Repiment (Oscha*a)

AT 0 /] == |
[ ] = (B l
i &
| 1 4, W
l :
= &
o1& |
< A5melRs—3 ¢ Ameters >

Conventional Symbols: 1~ door Lo the room for visitors;
3~4~ window and tuble for issuing and receiving dcoumonts;
6-- working place of the chiel of the sceeret seoction;
8~ windows; 9+ bthe main wall.

5~ table for visitors;
7= safes, cabinets, drawers;

The secret sections are arranged so that there are two rooms, the seeret unit is in
one; the other for visitors. 1If space is not available for visitors, a gmall room
is partitioned off from the side of the entraunse (see plan of secret seabion of
12th Guards' Mechanized Division; the wall may be e heavy main wall, O‘ﬁalmﬂly &

partition,
SECRET/SECURITY INFORMATION SEGBE[‘
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44, All secret doownents are placed in safes, cabinets, or boxes that are securely locked. 1If
the boxes are of wood, they are reinforced with iron inside., Doouments of special importunce
are kept in more seoure safes,

45, Upon the completion of work all files and documents are stored in their various receptacles.
Safes, cabinets, and boxes are locked and sealed, and the keys to them are kept by the chief
of the secret seotion. The door to the room is also locked and sealed, and the keys to it
are handed cver to the staff officer on duty. The keys to all other official cabinets are
kept on a board in the room of the officer on duty. In the event of natural calamities,
such as fire or floor, all rooms in which secret and top-secret documents are kept (secret
unit, oryptographic asections, mobilization [;eoorqg7 room, party records room) ars opened
immediately., Safes, cabinets, and boxes with seoret files and documents are numbered and
carried out in sequence according to their importance. The sequence in which documents are
rescusd and the place to which they are transferred from headquarters are defined in special
instructions. Resoued doouments are guarded by sentries. It is not permitted to remove seals
and oven safes in the absence of the chicf of the seoret unit, excopt in extraordinary cases,
i.eo, his serious illness, death, and the like. Secret rooms are guarded by sentries on duty
around the oleck, in three shifts. They are opened upon presentation of a pass in which the
chief of the secret unit must give the hours during which they are to be opened, the date,
and his signature.

MVS-USSR
Militery Unit
- 43115 - (To the Chief of the Guard No 1)
10 May 1951
No 25 ~ Pags =

(angular stamp)
To enter a secret room from 0900 hours to
2200 hours, 11 May 1951; for the Chief
of the Secret Unit -
Lt. Novikow

Chief of Staff - V/Ch 43115

Guards' - Colonel Pavlov

A pass is given daily for the examinaticn of a searet room, On the reverss sids cof
the pass, the following entry is mades

"The sceret room was opened at 0900 hours - 11 May 1951,
Chief of the Secret Unit,
Lieutensnt Novikav"

The pass remains with the Chief of the Guard and is put into the.ponnanent report.

A sealed secrot room is guarded by the chief of the sentry detail in accordarnce with the
guard report form, in conformity with the guard duty regulations of the MVS of the USSR.

46, Before a seoret room is opened, the cord and the impression of the wax seal with which it hes
been sealed are carcfully oxamined for tampering.

47. Processors are forbidden to leave searet files overnight in their safes, cabinets, and tebles.

48. S8ecrot packages that arrive at headquarters after the close of the work day are accepted by
the officer on duty and registered in a special log=-booke

(Form of the Journdl of GQperations Duty Officer)

No To No Date and Time Time and Signuture of the
of Origin of Packet of on of . Dastribution of Packets in the
Order Packets | Paokets Entry Seoret Unit
1 2 3 4 5 [¢]
1 From V/Ch 43115 1 0312 14/06/51 15/06/51 « 0U00 hours
' 2300 hours Lt. Novikov

The journal is always kept in the safe of the Operatiocas Duty O0fficer. When the
vackehs are received, they are not opened, but are sent to the Chief of the Sesret
Seotion.

SECREL
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(Porm of Receipt Book)

Yo To Whom and Where the No No Date and Signature on Receipt
of Packet is Addressed of on of the Secret Packet
Order FPackets Packets

1 Commander V/Ch \:| 1 0415 25/%i®:2zic sonl)

'

When work begins on the following day, he hands the packages over to the seoret unit, During
the night the officer on duty keeps the paclkeges in the duty room safe, which is closed and
sealed with e numbered wax seal.

Secret instruotionel documents are kept and registered separstely from the main body of
documentso,

Registry and Storazs of Seals and Stamps

A separate list is drawn up for all sesls on hand, both mastic and wax, emblematic and nor-
emblematic, and the various stampse.

Ssoret
Single Copy

LIST
Seals and Stamps o" 9th Tank Division

Signatures of the Officials Who

No Prints of the Seals
of and Stwmnps Number Authorize the Seals and Stanps
Order

4

(&)

Chief of Staff of Division
Guards' ~ Cclonel .Pavlov

\—._"‘L'
(8tamped mastic seul 1
with designatien = 15/04/51
12th Yuurds' Mechanizsd
Division)

In this seme order, all seals and stamps aro then listed. They are issued to
officials acoording to their designation. .

They are issued to the proper officials, who sign for them in the list, and are kept as a
rule in their private safes., The Chief\of Staff keeps the emblematic seals and stampe,
the latter more often than not are in the gecret section, with conventional and actual desigz~

nations. The emblematic wax seal is kept in the seoret section. The remaining non-emblemetic

seals, stamps, and triangles are kept pormanently by the preper officialsa.

Sontrol Over the Handling of Secret Doouments

The work of the seoret units or sections is subject to periodic checks by higher headquarters
and by their own personnel. Ag e rule such checks are conduoted by personne’ of the orynto-
graphic service on the assigmment of the Chief of Staff. The check covers: the processing
of documents, their duplication, fegistrhtion, sewing up, the presence of documents (wscar-
tained by e random check), and thelr storage. Spoeial attention is devoted to doouments
being worked on by exeocutors, and the work places are subjoot to inspeotion: tables, privale
sefes and cabinets, wallets and work portfolios, pockets and oven baskets. These checks are
aimed at preventing instances of loss of documonts and define the general c haracter of the
attitude of officials with regard to thelr hendling of seoret and top-secrot documents.
Administrative measures are applied against persons who handle seorot documents carelessly.
Whenever a check of a seoret unit is ocnducted, an official report is drawn up in which the
condition of maintensnce of the secrst files is desuribed, shortcomings are noted, and time-
1limits for their elimination are set.

The +trensmission of non-seoret telegrams and tolephone mmssages is alac subjeot to systematin
checking aimed at preveating the possibility of transmission of any seoret information.

A chedk of seoret units is conduoted only if there is an authorizeklon for it issudd by the
commanders of higher units, formations, and installations. et
SECRET,
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54, A check within the unit is carried out upon the written order of the commander of the unito.
% special commission to conduct the oheck is formed from among staff officers who are well
acquainted with the maintenance of secret files. 4n official report must be dravn up for
avery checko

,

-3

=struction of Seoret Documents

<]
(=)

h

0
(%]
€

(2]

ecret and top-secret documents may be destroyed by burning. They are destroyed when units
are being disbanded (documents of higher echelons are subject to burning; internal docu-
rents are transferred to the srchives. Instructional literature and orders for guidance are
transferred to a higher headguarters. They are destroyed if there are extra copiesy if vhey
are documents no longer in effect (in eccordance with instructions from above); and if

there is no need to send out duplicated cdocuments.

56, Commissions sre formed for the destruction of unneeded secrst documeuts. In the official
report the numbers of all documents burnt and the number of copies are indicated. It is
signed by all the members of the commission and is confirmed by the Chief of Staff or ths
commander of the unit. The chief of the cryptographioc secotion is present, as a rule, when
the documents are burned, The burning of the documents is acoomplished in stoves espscially
equipped for ihis purpose.

57. The psrsons who are burning the docurents must not leave them until they have been completely
burnsd. &fter the close of the work day all rough drafts and other unneeded notes, as well
ns covers ol packages, are burned. Used carbon paper, as it is accumulated, is burned in
the same way.

Tho Yransference of Secret Files to the Archives

53, Seoret Tiles containing internal doocuments covering past years may be kept for some time
direstly in the unit .nd then are transferred to the archives. The period for which the
f1les are kept is determined by Order No 170. Seoret doouments of higher headquarters, &s o
rule, are not transferred to the archives but are kept in the unit and are used as guidance
naterisl. Before files are transferred to the archives, they are sewn up, end all documents
sewn up in them must be distributed through the files according to content and importance.

iles thus rearranged are numbered again if this is neocessary. For exemple: ocertain doau-
aert:z are taken out of a file or new ones uare put into it, and the previous numbering of the
seges in the file is therefore no longer correct; they are bound and au cublomatic wax

seal ia affixed.

-

=%, A list in three copies is drawx up for seoret files.subject to transfer to the archives.

Seoret
Example No
app roved
Commander of 9th Tank Division
Cuard - Colonel Iscev
12/21/51
Lis?
Secret and top—saarct>filas of the 9th Tanlk Division
which are subject to depositing in the archives of
the MVS~USSR. :
lio Type of File No No Term Notation in the
of on of of Aoceptance of File
Ordar Filos Pages Bffect in the Archives
1 2 -3 4 5 8
1 Correspondence for Person- 0lo 450 5 years
. nel .
2 Militery preparation 013 810 3 years
kg Accourts of 9 S M 015 555 3 years

.11 files are then listed whish are subjeot to depositing in the archives. The list
15 signed by the Chief of Staff of the unit.

One of the copies remeins in the t'ile of the unit; the other two are sent with the files Lo

the archives. Aa officer employed in the secret unit is usually assigned to carry out the
transfer of riles to the archives, and two or three men with side arms are detailed to assist

SECKET/SECURITY INFORMATION SEGREE
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Y on and to guard the files en routes Secret files are carried in boxes or simply in Lackise
arv 3ealed just like the others.

Tie viles are handed over to the archives in accordance with the list. Cn one of the two

: s delivered Lo the archives the chief of the archives makes a notabtion regarding recsipt
2 files, signs his nams, and stamps it with an emblematioc mastic seal. Uhis sopy of

il 112t 1s returned to the unit and serves as confirmation of the ectual transfer of the
f1ler to Lhe archives., The third copy of the list of the files remains in the archivos with
i1 hransferred files. The files are kept in the erchives for the period fixed for this

wied then are destroyed according to established procedure.

The Sork of the Seoret Unit During Training Exercises

e eotivity of the socret section does not cease during field training exercises. is a
yiule mo-thirds of sbtuff personnsl ride out to the exercises; +the rest continue thelr work

their bese. If the shief of the socret section has assistants at his disposal 2.2
division healquarters personnel, he may be required to toke part in the exercises or send
5. nasiatants. 4t a regimentel hesdquarters there is one official employed in the sesred
srite. In this case he does not go to the exercises. Any of the clerks of headquarters,
Panctions for him ab the sxercises. On all days on vhich the exercises are held, the work
[ ~hn secret section proceeds in the usual fashion, and no changes are introduced into the
Qv o schedules

Fer the reried of the exercises, the Commander of the unit and the Chief of Stalf leave

Cetrdad P cfficers whom they nave designated &s their replacementsa

Seeret instructionnl documents are registered and kept in accordance with established proce-
dure . Similarly, headguarters carries on its usual activities at the {'ield training exercises,

Vims 1he exercises ars over, all documents worked out during thig period are handed over teo
i cecrst unih and are registered in separate log-books.

s at CIA Foreign Documents Division is-the original Russian language document from
‘exnt was translabed .,7

-end~
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